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Tracing Runtime Vulnerabilities to Their Source

Legit Security’s code to cloud traceability lets organizations quickly identify the origin of vulnerable runtime
code, track its journey throughout the SDLC, and automate a significant part of the response process. This
helps prioritize response actions, lowers mean time to resolution, and reduces operating costs.

Key Challenges
o.'.
0 & A
Too many places where a detected Too much data from runtime detection Lack the SDLC context to accurately
vulnerability could exist tools to effectively analyze prioritize vulnerabilities for remediation

Legit Security in Action

P T Alerct aggregate.shdletails about: Ana!lyst runs/wr.ites.a query
detects vulnerability + Containerwith issue tofind all repositories
« Registry where same issue exists

« What packages have the vulnerability
« Build/Cl (Jenkins, etc.)

« Packages are tied to source repository
Associated CVE Analyst reviews alert

e « Remediation recommendation e

- -, « Link to original scan
Legit issues critical

alert/issue via Slack

Query displays list of all
repos with those issues

e 0 oIssues automatically prioritized based
A

[l findings are displayed as a Ticket is created in Jira with on deployment location, business
issues alert details ) impact, application criticality, etc.

Business & Technical Benefits

Exposes link between runtime Reduces MTTR with better Maps scope of risk to actual

vulnerability and original code communication and forensics business criticality

Locates vulnerability in other Eliminates gaps where runtime Establishes organization-wide

runtime or pre-prod code code may not be scanned prioritization for remediation
Reduce response times / Shift left to save time j Optimize application

909% ) byautomating trouble

and money by fixing I][“]I] security with detailed
ticketing and forensics

vulnerabilities sooner tracking and visualization

9,8

© 2023 Legit Security -:e:- www.legitsecurity.com in www.linkedin.com/company/legitsecurity



