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Detecting and preventing secrets in code

Legit Security automatically scans the SDLC for secrets, delivering code to cloud traceability that lets organizations
quickly identify their origin, propagation, criticality, and the exact code where they are being used. This helps prioritize
response actions, lowers mean time to resolution, and enables automated guardrails to prevent future violations.

Key Challenges

Secrets in code are common, hard to Secrets in exposed repositories provide Secrets in runtime can be difficult to remove
track down, and exist forever access to breaches and lateral movement without impacting production applications

Legit Security in Action

Legit Security creates issue that can:

Establish integration Policy violations are ;
with SCM immediately identified ’ Ide'ntlfy Fhe S secret
« Validate if the secret is functioning
«+ Escalate based on criticality
« ID the repository where secret is found
« ID the product unit and application
e o + Record detection time
Scan repositories with Secret policy violations are > Calculate length of exposure
Legit Secret Scanner flagged by Legit platform + 1D who committed the code
+ Include a snippet of code w/secret masked
« Link directly to code in the SCM
« Execute automated response
e «» Create a trouble ticket
Create an automated policy within the Legit * Assign issue to Legit user
Security Platform to detect and prevent + Execute integrated action

secrets from being merged in the future. Suggest appropriate remediation

J
Problems Solved
Automatically scans the SDLC for Prioritizes secrets based on Identifies and securely shows
any secrets in code criticality to production apps specific code where secrets are used
Track secret propagation to all Identifies which developers are Maps the complete code to cloud
runtime or pre-prod code putting secrets into code journey of individual secrets
Begin detecting and Automated guardrails for Understand how to remediate
remediating secrets within developing secure code to meet ®j secrets without costly
minutes of deployment compliance requirements interruptions to production
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